Naming, Twinning, and Observing — Towards Scalable, Reliable, and Resilient
Cyber-Physical Systems Spanning Administrative and Geographic Boundaries

Prof. Henning Schulzrinne, Department of Computer Science, Columbia University
https://www.cs.columbia.edu/irt

Introduction Geospatial Naming Architecture and Resolver Access Control for Proposed System
Broadly, our project aims to identify, design, and Approach ® Access control policies based on geospatial relationships
evaluatedthfe f“tlSSLf.lg teczn0|08y thr.CES SC:l'a'?le 1. Combine public (OpenStreetMap) and private (floorplans) o People can control light switches in the same room
across administrative and geographic boundaries. rvarahle An camane e
5EO8Tap information into a database of geographic features O Discoverable on campus
Fundamental Challenges . T ® Integrate attribute-based rules
. | | areas, POls, ways, buildings, ...
1. Naming and name resolution of CPS devices » floors, apartments, rooms o Define more complex policies
2. Scalable directory architecture for CPS metadata ' ' T - -
4 . 2. Determine location uncertainty area for CPS devices O Fine-grained and manageable
3. Storage and query processing for sensor data o . .
4. Fine-grained federated access control mechanism * GPS, Wi-Fi/cellular/LoRa triangulation, manual, ... System Architecture

3. Name & resolve CPS devices based on device type and

| > Verifier € eeeeeaenes s

geographic feature relationship 3. Challenge / :
: o _ . _ _ Trust Relationship &
Sensor Data Storage and Query Processing 4. Example: “inside(‘Davis Auditorium’) & isa(‘thermometer’)” 4. Geolocation (out-of-band) g 5 T -
Certificate § 'c O Device E o
sSensor data storage across autonomous cyber- Web-baced iy | - i / ; - G 2
. eb-based geographic feature editor oT device digital twins 1. Request o © a =
physical systems (ACPS) o - - - | Y e g 2 S 2
9 Client |«—— 2. Challenge Device < g o <
s Geographically bounded by a service region ;. Foauest — £ |
sDescribed by a service descriptor D I I ey e tdevcemmotie, 1 e
sQuery processing architecture based on SQL Spatial ; - l@' Objectives S"“‘”’“"""““*””A“"“Fﬁr?at
8 ) c‘u E ) . . . <¢—Success —
[ "@type": "ServiceDescriptor”, ) o i s Federated attributes provision = ~—togin
ACPS 1 ACPS 2 ACPS 3 "@context": "https://schema.org/Syn " 2| 9 5 ] ] pro_m}. . Logg'u:fcessq
"displayName": "IRT Lab Sensors", 1 lg[=]* a\Various attributes '?G% Folicy
/ \ s / / "lastUpdated": "<ISO timestamp>", o H N . o - Y. | checking
service record (\I\Ge<eoo‘ i ot cord "expires": ”f’ISO timestamp>", ~ |2 > v .Customlzed pO|ICI€S m ...Retﬁe"e‘"m<---Retrieve---->
i /Se S en! "coverageRegion": { . e
. ~Q "type": "Polygon", & I NI l I == e /accoEri/
Geographic 5 & e e 16 « Multiple administrative domains A N
Discovery Internet " : ", : : :
Servi coordinates”: [] }, . . . Retrieve attributes from different sources
ST ™o "private": false, Geospatial data processing architecture Examples of supported
Quer 3 Quer "contact": "wss://as-123.example.co eograbhic namin
° y\\ - - Select on map eographic coordinates g g p 1 g Broader ImpaCt
S SQL Query Local SQL Configured interactively IR ' predicates
Appllcatlon Coordinator Database B R T . BUres T raphi . . .
: service region | - @ Goocode |00 ates ] AP for objocts moar ® Make building management easier
i coordinates e all inside, one inside . . _
SELEEZasurements.(t;irzeéi.:amp ' ﬁ: :;;r;e;: | ; name/adcl:lress/text geog:(]jr.ap}:ic OSM cl)bjects / / O Dlgltal thnS Of Smart bUlIdlngS
l:ROMmeasuremen s.data: :numeric . 7 Qe query coordinates * a rou nd’ a |Ong
measurements, openstreetmap Enter query Select object that

O Resilient, reliable, scalable

—»| Parse query

WHER'SET C | | string contains c|oordinates Py Wit h i N X m Ete rS,
_Contains(openstreetmap.bounds, measurements.location) | OSM obiject . Ed u Catio n a n d O ut rea C h
AND openstreetmap.name = 'Morningside Heights' OSM URL .
AND measurements.quantity = ‘PM2.5' v ¢ nea rESt nel h bor BER, ) Sl ) N 3
AND measurements.timestamp > "2020-01-01' Search OSM Overpass , g SIAETNGY ‘f:_f}?? B T
ORDER BY timestamp : AP for exact object | OSM object— Convert to GeoJSON o | N d 00r O utd 00r On O S u p po rts 2 D h D St u d e nts o] £ ’ .., x/| SEERE
l ’ ’ ; DT s it
................................................................................................... /- \
GeodSON feature . y y \ \
“Return the measurements ordered from January Sensor lherge oAt L GeoJSON feature l grass O Su pports 2 REU students in 2021 Source: https://www.securityindustry.org/
1st, 2020 until now from all PM2.5 sensors location L geographic Compute feature's . . . . .
within the Morningside Heights neighborhood.” o attibutes—| Reverse geocode («—9509/PN - Compuiefeaty e at the intersection of O Possible outreach to larger CU community (in progress)
estimates

2021 NSF Cyber-Physical Systems Principal Investigators' Meeting Award ID#: 1932418

June 2-4, 2021




